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1 Introduction

1.1 Intro / Purpose
IT security is everybody's business.  Security is complex and constantly changing. This guideline was written to help you better understand the Campus rules and policies concerning the use of Window Servers and to help you avoid some of the common pitfalls.

1.2 How to use this Guideline
Print the checklist (Appendix A) and check off each item you complete to ensure that you cover the critical steps for securing your server. The Information Security Office will use this checklist during risk assessments as part of the process to verify that Desktops are secure. Departments and Administrator should keep a copy of the completed guideline. If the system is known to process or store protected information a copy should also be submitted to the Information Security Office.
1.3 Guideline
This hardening guideline, in part, is taken from the Center for Internet Security Domain Member Server and XP Benchmark, and is the result of a consensus baseline of security settings from several government and commercial bodies.  Other recommendations were taken from the Windows XP Security Guide, and the Threats and Counter Measures Guide developed by Microsoft.  Your Information security team along with experienced administrators have pared the contents of these documents and presented below the settings that would be most applicable in the WUCON environment to provide a minimum baseline level of protection.  
1.4 Express Lane Template (Read this! It may save you time!)

For those experienced windows administrators who wish to proceed directly to hardening their systems without reading this guideline there is a template (WashU Desktop Baseline.inf) that encompasses most of the recommendations in this document.  Use this checklist in conjunction with the template to configure your systems per this guideline. You can install the template by following the process in Appendix B.  Those setting applied in the template are indicated in the checklist of Appendix A.  Make sure you keep a copy of the checklist for your reference.  Those items in the checklist that are not applied through the template will have to be accomplished manually.
2.0 General Desktop Security Recommendations

The following list provides general recommendations for securing your Desktop System.  These are not in prioritized order.  If this is a new system protect it from the network until the OS is hardened and patches are installed.  If possible use a trusted patching service available on an isolated WUCON network instead of having to go to an external Microsoft update service.  If this is necessary administrators can protect the system by having the hardening process completed prior to patching and/or having firewall enabled.  It is permissible to have a SOHO router/firewall in between the network and the system to be protected.
2.1 Keep system patched and up to date.

New security bugs are discovered almost every day. In order to keep your system secure it is critical that it be kept up to date with recent patches and software upgrades. Microsoft provides patches to fix these security bugs, but expects you to download and install these patches. By applying these patches regularly, you have much lower chances of getting a virus, trojan, or worm as most of these exploit common known security holes in unpatched systems.
Microsoft commonly releases patches on a regular schedule of the 2nd Tuesday of every month.  (This is often known as “Patch Tuesday”.)

Other critical patches may be released at any time during the month due to their severity and importance.

There are several methods available to assist you in applying patches in a timely fashion:

Microsoft Update Service
· This Web-based application checks your machine to identify missing patches and allows you to download and install them.

· This service is compatible with Internet Explorer only.

Microsoft Baseline Security Analyzer
This is a free host-based application that is available to download from Microsoft. In addition to detailing missing patches, this tool also performs checks on basic security settings and provides information on remediating any issues found.
It is important to be aware that Service Packs and Security Updates are not just applicable to operating systems. Individual applications have their own Service Pack and Security Update requirements.  The total security of the system requires attention to both Operating System and application levels.

WARNING: Although updates are generally reliable and go through some testing, it is possible that an update addressing a single problem is not compatible with every application running on the system.  If possible, test updates in a test environment, or at least wait until they have been released for a short while before installation, and watch for industry feedback on the compatibility of those security updates.

System Patch recommendations
· Stay informed about available updates.

· Apply only critical and necessary updates.

· Test updates before applying them.

· Document updates.

· Enable automatic notification of patch availability.

2.2 Use Antivirus Software
Most viruses will be caught by antivirus as long as the antivirus software is kept up to date. It is absolutely crucial that users run antivirus software on their computers. 

2.3 Use AntiSpyware Software

Anti-spyware software is only recommended if the system is:

a) Used to browse the internet and 

b) If the potential exists for a user of the system to use the internet for other than business purposes  and

c) The system will be used to access, store, or process protected information.

2.4 NTFS File System

Ensure that the file system is NTFS versus FAT. NTFS allows file access control to be set; FAT does not.
2.5 Enable Internet Connection Firewall (ICF)
Almost every machine in your company can benefit from having a firewall.  Windows Firewall is a software-based, stateful filtering firewall for Windows XP.  
Windows XP Service Pack 2 and 3 contains significant improvements to the Windows Firewall. The firewall supports remote management, and a wide array of configuration options through group policy.

The Windows Firewall blocks inbound traffic only. Except for ICMP traffic, no configuration or filter options are provided for controlling outbound packets.  

Note that the Windows Firewall may defeat the remote operation of many Microsoft Management Console (MMC) snap-ins, including Computer Management, Disk Management, Event Viewer, Resultant Set of Policy, Services, and many others. For more information, see Microsoft Knowledgebase Article 840634, http://support.microsoft.com/default.aspx?scid=kb;en-us;840634 .

WARNING: Firewall settings, even more than most of the other security settings in this guide, must be tailored to your needs. Testing is critical before deploying a firewall configuration for your site. Improper firewall settings could block critical applications such as anti-virus or desktop management agents. In some instances, improper firewall settings could even block Active Directory and group policy management of the machine, leaving no easy way to undo changes.

Refer to 03.02.03 Firewall Guidelines.doc and to the Benchmark (Section 5.18) for specific explanation of each setting and configuration guidance.
	Parameter
	Setting

	Protect all Network Connections (SP2 only)
	Enable

	Do not allow Exceptions (SP2 only)
	Disable (Enable if not part of a domain)

	Allow local program exceptions
	Enable (Disable if not part of a domain)

	Allow Remote Administration
	Enable, restrict to subnets used for support only (Disable if not part of a domain)

	Allow file and printer sharing exceptions (SP2 only)
	Enable (Disable if not part of a domain)

	Allow ICMP exceptions
	Not Defined (Disable if not part of a domain)

	Allow Remote Desktop exceptions
	Enabled, restrict to subnets used for support only

	Allow UPnP framework exceptions
	Enabled, restrict to subnets used for support only (Disable if not part of a domain)

	Prohibit Notifications
	Disable

	Log dropped packets (SP2 only)
	Log dropped packets

	Log file path and name (SP2 only)
	%SystemRoot%\firewall_domain.log

	Log file size limit (SP 2 only)
	Size Limit (KB);4096

	Log Successful connections
	Not Defined

	Prohibit unicast response to multicast or broadcast (SP 2 only)
	Enable

	Define port exceptions (SP2 only)
	Not Configured (Disable if not part of a domain)

	Allow local port exceptions (SP2 only)
	Enable (Disable if not part of a domain)


Note:  Instructions for configuring the Firewall settings may be found at http://technet.microsoft.com/en-us/library/bb490626.aspx .  The WashU Desktop Baseline.inf does NOT contain any Firewall settings.  The security template does not support these settings and must be configured through your Active Directory domain or OU policies.
2.6 Enable Data Execution Protection
Select the “System” icon, and under the Advanced tab select Performance -> Settings. In the window that opens, click the Data Execution Prevention tab.
2.7 Encryption
If the system will be storing protected or confidential information you need to minimize the risk of data exposure.  Protecting data stored on a disk can be done several ways on Windows Server. 

Windows XP includes the Encrypting File System (EFS) that provides the ability to encrypt data directly on volumes that use the NTFS file system so that no other user can access your data. You can encrypt your files and folders if you set an attribute in the object's Properties dialog box. 

  
WARNING:  The use of Encrypting File System (EFS) will prevent a person who does not have administrative rights from gaining access to the data. Theft of encrypted files is still possible but the files/folders will be formatted in such a way that they can't be viewed by any casual user. These files CAN be deleted and erased from your system so backups are necessary. If you don't back up the certificate keys to the EFS then the data will be useless to you if you ever have to recover your system from scratch. 
Be aware of the caveats involved in the use of EFS before implementing it for general use.  More information can be found at http://technet.microsoft.com/en-us/library/bb457116.aspx .
You are not required to do this if the system and the information are in a protected environment.  If the system is mobile consider these options.
2.8 Restricting physical and network access to critical or highly sensitive systems.
Allow only trusted personnel to have access to critical systems.  Establish security practices for users to ensure that only authorized personnel have access to systems that access protected information.  If RDP is used set the encryption level to high.
2.9 Windows Explorer

Configure Windows to always show file extensions. In Windows, this is done through Explorer via the Tools menu: Tools/Folder Options/View – and uncheck "Hide file extensions for known file types". This makes it more difficult to for a harmful file (such as an EXE or VBS) to masquerade as a harmless file (such as TXT or JPG).
2.10 Review Authentication Mechanisms
Authentication is a fundamental aspect of system security.  There are several different ways to authenticate to a server.  Please review your authentication methods and disable as appropriate.

The main types of authentication that Windows Server family supports are: 

a) Secure Sockets Layer/Transport Layer Security (SSL/TLS) authentication. A protocol that is used when a user attempts to access a secure web server.

b) Kerberos V5 authentication protocol that is used with either a password or a smart card for interactive logon. It is also the default method of network authentication for services.

c) NTLM v2 authentication protocol that is used when either the client or server uses a previous version of Windows.  Do not use NTLM v1 as the authentication credentials are in the clear.
2.11 Utilize Common Time Server

The School of Medicine operates a Stratum 1 time server at 10.39.232.238 (ntp.wucon.wustl.edu).  Use this service if you are within WUCON.  Main Campus also operates one at 128.252.19.1 (tick.wustl.edu).  Use this service if you are on the WUSTL public network.  Domain workstation will use the windows time service to sync time with Domain Controllers.  Set the Domain Controllers to use the NTP time sources.
2.12 Configure the Device Boot Order

Configure the device boot order to prevent unauthorized booting from alternate media.  It is recommended that the boot order of the system be set to boot from the Hard Disk first followed by other media such as the CD Drive.  This will prevent an unauthorized user from inserting bootable media into the available drives or ports and taking control of the system.

2.13 Install Software to check the Integrity of critical operating system files

Windows XP has a feature called Windows File Protection which automatically checks certain key files and replaces them if they become corrupted. It is enabled by default. 
You can audit in much more in depth using Tripwire. The Tripwire management console can be very helpful for managing more complex installations.  The University has a site license for this product.  There are also several third party encryption products that can be used.
2.14 Disable Netbios if possible

By default, the XP workstation will use both NetBIOS and DNS transports in attempting to locate shared resources such as files and printers. However, Windows 2000 introduced the ability to eliminate NetBIOS and WINS for locating resources, in favor of a direct TCP connection through DNS.

Disabling NetBIOS reduces the services running on the workstation. The NetBIOS name service runs on TCP and UDP port 137, the datagram service listens on UDP port 138 and the session service listens on TCP port 139. All SMB resource sharing applications will use TCP and UDP port 445, and ports 137, 138 and 139 can be firewalled.

NetBIOS can only effectively be disabled if all shared resources on the client network run on Windows 2000 or later. See Microsoft Knowledge Base article 299977 for additional items to consider when disabling NetBIOS.   Also see Knowledge Base article 313314 for information on how to disable NetBIOS on Windows XP via DHCP. 
Note:  Disabling NetBIOS cannot be done through normal Group Policy settings.  It is suggested to make this setting part of your workstation image or utilize custom logon scripts.  (NetSH is a good command line tool example to do so.)

 Warning: Disabling NetBIOS is NOT supported by Microsoft and can result in loss of functionality and unstable/unpredictable system behavior. (Some Group Policy settings are known to rely on NetBIOS as well.)  Proper testing should be conducted on non-production systems to determine the impact of disabling NetBIOS on your systems/networks.


3.0 Minimum Security Settings
3.1 Set and Use Strong Passwords

Password enumeration attacks are common on Windows systems.  Hackers often attempt to gain access to a computer by guessing all possible combinations of passwords. 

Tip – The most secure passwords are:

· A mixture of letters and numbers

· Include a non-alphanumeric character e.g. £ or % etc. for added security

· A combination of more than one word

· Nothing to do with you personally  

· Changed regularly (every 30 to 90 days)

· 12 or more characters in length on Windows systems

· Not consisting of words found in a dictionary

· Requirements for Passwords can be found at 02.01.01 User Accounts and Password Guidelines: (http://secpriv.wusm.wustl.edu/infosec/Information%20Security%20Policies/Forms/AllItems.aspx?RootFolder=%2finfosec%2fInformation%20Security%20Policies%2f2%20User%20Policy%20and%20Procedures&FolderCTID=&View=%7bBF3E879F%2d52C0%2d4DBD%2dB9A2%2d64806DB760A3%7d ). 
When applying these, it is important to consider exactly where these settings must be applied to affect different account types:

· If the workstation is not a member of a domain, these policies can be applied locally and will be consistently applied to all local accounts.

· If the workstation belongs to a domain, any settings applied here will not impact domain accounts. In fact, the account policy for domain accounts can only be specified in the default domain policy. The account used by the workstation to log on to the domain is a domain account.
· If the workstation belongs to a domain, and is placed in a specific Organizational Unit (OU), machine account policy can be placed on that OU. The OU policy will apply to all local accounts on the workstation, and will override the local security policy.
Password Policy Setting Recommendations

The following table shows recommended password policy settings to enable and enforce through your server group policy settings.

	Setting
	Domain controller default

	Enforce password history
	10 passwords

	Maximum password age
	120 days

	Minimum password age
	1 day

	Minimum password length
	8 characters

	Password must meet complexity requirements
	Enabled

	Store password using reversible encryption for all users in the domain
	Disabled


Store password using reversible encryption for all users in the domain

This policy setting determines whether the operating system stores passwords in a way that uses reversible encryption; it provides support for application protocols that require knowledge of the user's password for authentication purposes. Passwords that are stored with reversible encryption are essentially the same as plaintext versions of the passwords. For this reason, this policy setting should never be enabled unless application requirements outweigh the need to protect password information. The default value for this policy setting is Disabled.

 Account LockOut Policy Settings

	Setting
	Domain controller default

	Account Lockout Duration
	30 minutes (minimum)



	Account Lockout Threshold
	5-10 attempts

	Reset Account Lockout After
	15 minutes (minimum)


Set power-on password 

Set the power-on (BIOS) password for your computer by following the vendor's instructions especially if the system is not physically secured to prevent alterations in the system startup settings.   Normally, this involves going into the computer's BIOS setup.  
3.2 Utilize Least Privilege Principle on User Rights

Malicious code runs in the security context of the user launching the code. The more privileges the user has, the more damage the code can do. Recommendations pertaining to the least privilege principle include:

· Keeping the number of administrative accounts to a minimum

· Administrators should use a regular account as much as possible instead of logging in as administrator to perform routine activities

· The least privilege concept also applies to server applications.  Where possible, run services and applications under a non-privileged account.  

See the CIS benchmark for guidance.  Below is a list of rights and their recommended settings.  It is not necessary to configure user rights per the benchmark but rather to limit privileges to only those necessary.  Make every attempt to remove Guest, Everyone, and Anonymous Login from the user rights list.  Please document your actual settings along with any other pertinent information.
	User Right
	Recommended Settings

	Access this computer from the network
	Not Defined

	Act as part of the operating system
	Not Defined

	Add workstations to the domain
	Administrators


	Adjust Memory quotas for a process
	Not Defined

	Allow Login Through Terminal Services
	Not Defined

	Backup files and directories
	Administrators



	Bypass traverse checking


	Not Defined

	Change the system time


	Administrators



	Create a pagefile


	Administrators



	Create a token object


	None  (System already has rights)

	Create Global Objects
	Not Defined

	Create permanent shared objects
	None  (System already has rights)

	Debug programs


	Administrators

	Deny access to this computer from the

network


	Guests, SUPPORT_388945a0, Anonymous Login



	Deny logon as a batch job
	None

	Deny logon as a service
	None

	Deny logon locally
	Guest, Guests

	Deny Logon through Terminal Services
	Guests

	Enable computer and user accounts

to be trusted for delegation
	None (Domain Controller Only)

	Force shutdown from a remote system
	Administrators

	Generate security audits
	LOCAL SERVICE, NETWORK SERVICE

	Impersonate a Client after Authentication
	SERVICE , Administrators

	Increase scheduling priority


	Administrators



	Load and unload device drivers
	Administrators



	Lock pages in memory
	None



	Log on as a batch job
	None

	Log on as a service
	None

	Log on locally


	Administrators

	Manage auditing and security log


	Administrators



	Modify firmware environment values


	Administrators

	Perform Volume Maintenance Tasks
	Administrators

	Profile single process
	Administrators

	Profile system performance
	Administrators

	Remove computer from docking station
	Administrators

	Replace a process level token


	LOCAL SERVICE, NETWORK SERVICE

	Restore files and directories


	Administrators, Backup Operators

	Shut down the system


	Administrators



	Synchronize directory service data
	None

	Take ownership of files or other objects
	Administrators




Note: For fields that contain the recommended setting of  “None” they should be left blank or undefined in the Local Security Policy definitions.
To edit security settings, select Start | Settings | Control Panel and double-click “Administrative Tools,” and select “Local Security Policy”. In the window that appears, expand Local Policies, and click User Rights Assignment. To make changes, double-click one of the settings in the right pane, make the appropriate changes, and click OK to save the settings.
3.3 Minimize Server Services

Hardening systems by eliminating unnecessary services can enhance security and improve overall system performance.

Some infrequently used services to consider are: Alerter, Distributed Link Tracking, Distributed Transaction Coordinator, Fax Service, Indexing Service, Internet Connection Sharing, Messenger, NetMeeting Remote Desktop Sharing, QoS RSVP, Remote Access Auto Connection Manager, Remote Access Connection Manager, Remote Registry Service, Routing and Remote Access, Smart Card, Smart Card Helper, Telnet, Uninterruptible Power Supply.
The Secondary Logon service, also known as the “Run As” command, addresses the security risks presented by administrators running applications that might be susceptible to malicious code.  This command enables starting processes under alternate credentials. If this service is stopped, this type of logon access will be unavailable and users or malware won’t be able to use the "Run As" feature to increase their privileges.  Read more: "Secondary Logon Service: A description of the Secondary Logon Service" - http://pcs.suite101.com/article.cfm/secondary_logon_service#ixzz08ug25AIZ
See the CIS benchmark for guidance.  Below is a list of services and the recommended settings.  Those in bold are referenced in the benchmark.  It is not necessary to disable services recommended by the benchmark but rather know what services are unnecessary in your environment and turn them off.  Refer to the benchmark for guidance.

You can view a list of processes by right-clicking “My Computer”, and click “Manage”. Expand “Services and Applications” and click “Services”. These services are scheduled to start either at boot time, as normal Automatic or Manual startup, or disabled to not start at all.  Please document your actual settings along with any other pertinent information.

	Service
	Recommended Setting / Configured permissions

	Alerter
	Disable

	Application Management
	Not defined

	Automatic Updates
	Not defined

	Background Intelligent Transfer Service
	Not defined

	Clipbook
	Disabled

	COM+ Event System
	Not defined

	Computer Browser
	Not defined

	DHCP Client
	Not defined

	Distributed Link Tracking Client
	Not defined

	Distributed Transaction Coordinator
	Not defined


	DNS Client
	Not defined

	Event Log
	Not defined

	Fax Service
	Disable; This does not exist in default load.

	FTP Publishing Service
	Disable; This does not exist in default load.   

	IIS Admin Service
	Disable; This does not exist in default load.

	Indexing Service
	Not defined

	Infrared Monitor
	Not defined

	Internet Connection Sharing
	Disabled

	IPSEC Policy Agent
	Not defined

	Logical Disk Manager
	Not defined

	Logical Disk Manager Administrative Service
	Not defined

	Messenger
	Disable

	Net Logon
	Not defined

	Net meeting Remote Desktop Sharing
	Disable

	Network Connections
	Not defined

	Network DDE
	Not defined

	Network DDE DSDM
	Not defined

	NT LM Security Support Provider
	Not defined

	Performance Logs and Alerts
	Not defined

	Plug and Play
	Not defined

	Print Spooler
	Not defined

	Protected Storage
	Not defined

	QoS RSVP
	Not defined

	Remote Access Auto Connection Manager
	Disable

	Remote Access Connection Manager
	Not defined

	Remote Desktop Help Session Manager
	Disable

	Remote Procedure Call (RPC)
	Not defined

	Remote Procedure Call (RPC) Locator
	Not defined

	Remote Registry Service
	Not defined

	Removable Storage
	Not defined

	Routing and Remote Access
	Disable

	Run as Service
	Not Defined

	Security Accounts Manager
	Not defined

	Server
	Not defined

	Simple Mail Transport Protocol (SMTP)
	Disable; This does not exist in default load.

	Smart Card
	Not defined

	Smart Card Helper
	Not defined

	SNMP Service
	Disable; This does not exist in default load.

	SNMP Trap
	Disable; This does not exist in default load.

	System Event Notification
	Not defined

	Task Scheduler
	Disable

	TCP/IP NetBIOS Helper Service
	Not defined

	Telephony
	Disable

	Telnet (Client)
	Not Defined

	Telnet (Server)
	Disable    

	Terminal Services
	Not Defined

	Trivial FTP Daemon (tftpd)
	Disable; This does not exist in default load.

	Uninterruptible Power Supply
	Not defined

	Universal Plug and Play Device Host
	Disable

	Utility Manager
	Not defined

	Windows Installer
	Not defined

	Windows Management Instrumentation
	Not defined

	Windows Management Instrumentation Driver Extensions
	Not defined

	Windows Time
	Not defined

	Wireless Configuration (WZCCSSVC)
	Disabled (“Wireless Zero Configuration”) 

	Windows Media Services
	Disabled (if not used);  This does not exist in default load.

	Workstation
	Not defined

	World Wide Web Publishing Services
	Disable; This does not exist in default load.


3.4 Check for Permissions on Key Files

Windows XP has made significant progress in the area of default NT File System permissions.  However, where possible, the “Everyone” setting should be removed and replaced with user groups.

See the CIS benchmark for guidance.  Below is a list of recommend permissions for certain executable files, (Usually found in the system directory C:\WINDOWS\SYSTEM32), that exist within the operating system.  It is not necessary to configure the permissions exactly per the benchmark but rather to limit access only to those necessary users and system processes.  Please document your actual settings along with any other pertinent information.

WARNING: It is possible that the permissions applied here can take away some sort of application functionality that you are accustomed to. If that happens and you need to back off to a previously known state, use the same instructions that were used to apply the basic permissions to a freshly converted NTFS file system to “undo” most of the settings you see below.

	File
(%SystemRoot%\system32\)
	Recommended Settings

	at.exe
	SYSTEM, Administrators

	attrib.exe
	SYSTEM, Administrators

	cacls.exe
	SYSTEM, Administrators

	debug.exe
	SYSTEM, Administrators

	drwatson.exe
	SYSTEM, Administrators

	drwtsn32.exe
	SYSTEM, Administrators

	edlin.exe
	SYSTEM, Administrators, INTERACTIVE

	eventcreate.exe
	SYSTEM, Administrators

	Eventtrigger(S).exe
	SYSTEM, Administrators

	ftp.exe
	SYSTEM, Administrators, INTERACTIVE

	net.exe
	SYSTEM, Administrators, INTERACTIVE

	net1.exe
	SYSTEM, Administrators, INTERACTIVE

	netsh.exe
	SYSTEM, Administrators

	rcp.exe
	SYSTEM, Administrators

	reg.exe
	SYSTEM, Administrators

	regedit.exe
	SYSTEM, Administrators

	regedt32.exe
	SYSTEM, Administrators

	regsvr32.exe
	SYSTEM, Administrators

	rexec.exe
	SYSTEM, Administrators

	rsh.exe
	SYSTEM, Administrators

	runas.exe
	SYSTEM, Administrators, INTERACTIVE

	sc.exe
	SYSTEM, Administrators

	subst.exe
	SYSTEM, Administrators

	telnet.exe
	SYSTEM, Administrators

	tftp.exe
	SYSTEM, Administrators, INTERACTIVE

	tlntsvr.exe
	SYSTEM, Administrators


	Setting
	

	Network access: Allow anonymous SID/Name translation
	Disabled

	Network access: Do not allow anonymous enumeration of SAM accounts
	Enabled

	Network access: Do not allow anonymous enumeration of SAM accounts and shares
	Enabled

	Network access: Let Everyone permissions apply to anonymous users
	Disabled

	Network access: Named Pipes that can be accessed anonymously
	Not Defined

	Network access: Remotely accessible registry paths
	Not Defined

	Network access: Shares that can be accessed anonymously
	Not Defined

	Network access: Sharing and security model for local accounts
	Classic – local users authenticate as themselves


3.5 Network Access
Network access: Allow anonymous SID/Name translation

This policy setting determines whether an anonymous user can request security identifier (SID) attributes for another user, or use a SID to obtain its corresponding username. Disable this policy setting to prevent unauthenticated users from obtaining usernames that are associated with their respective SIDs.

Network access: Do not allow anonymous enumeration of SAM accounts

This policy setting controls the ability of anonymous users to enumerate the accounts in the Security Accounts Manager (SAM). If you enable this policy setting, users with anonymous connections will be not be able to enumerate domain account user names on the workstations in your environment. This policy setting also allows additional restrictions on anonymous connections.

Network access: Do not allow anonymous enumeration of SAM accounts and shares

This policy setting controls the ability of anonymous users to enumerate SAM accounts as well as shares. If you enable this policy setting, anonymous users will not be able to enumerate domain account user names and network share names on the workstations in your environment.

Network access: Let Everyone permissions apply to anonymous users

This policy setting determines what additional permissions are assigned for anonymous connections to the computer. If you enable this policy setting, anonymous Windows users are allowed to perform certain activities, such as enumerate the names of domain accounts and network shares. An unauthorized user could anonymously list account names and shared resources and use the information to guess passwords or perform social engineering attacks.

Enabling this option adds the “null user” to the “Everyone Group”, escalating the privileges of this account.  This option is disabled by default and should remain such.

Network access: Shares that can be accessed anonymously

This policy setting determines which network shares can be accessed by anonymous users. The default configuration for this policy setting has little effect because all users have to be authenticated before they can access shared resources on the server.  Adding specific names to this list grants access to the unauthenticated user.
Note: It can be very dangerous to add other shares to this Group Policy setting. Any shares that are listed can be accessed by any network user, which could result in exposure or corruption of sensitive data.
Network access: Named Pipes that can be accessed anonymously

This policy setting determines which communication sessions, or pipes, will have attributes and permissions that allow anonymous access.  Adding specific names to this list grants access to the unauthenticated user.
Network access: Let Everyone permissions apply to anonymous users

This policy setting determines what additional permissions are assigned for anonymous connections to the computer. If you enable this policy setting, anonymous Windows users are allowed to perform certain activities, such as enumerate the names of domain accounts and network shares. An unauthorized user could anonymously list account names and shared resources and use the information to guess passwords or perform social engineering attacks.

Network access: Sharing and security model for local accounts

This policy setting determines how network logons that use local accounts are authenticated. The Classic option allows precise control over access to resources, including the ability to assign different types of access to different users for the same resource. The Guest only option allows you to treat all users equally. In this context, all users authenticate as Guest only to receive the same access level to a given resource.

In the “Classic” security model, even though a remote user is using local credentials, they still gain access based on restrictions for the local account. However, the “Guest Only” model remaps the remote user to the guest account, so they will only be able to access resources available to guests.
3.6 Accounts

	Setting
	

	Accounts: Guest account status
	Disabled


Accounts: Guest account status

This policy setting determines whether the Guest account is enabled or disabled. The Guest account allows unauthenticated network users to gain access to the system.

Rename the Administrator Account

Again, a very basic measure, but you would be surprised at how many networks still have the Administrator user ID in place, relying instead on a complex password to secure the account. In reality, such measures are relatively ineffective. The administrator account is purposely not covered by the Account Lockout policy mentioned earlier. For that reason, a hacker who gains access to the system can try as many passwords on the Administrator account as they like without triggering a lockout. Renaming the account will make this, the most important of accounts, considerably less vulnerable as an attack point. Also, remember to change the password for the Administrator account (or whatever you have renamed it to!) on a regular basis, and always use a complex password.

Configure the Administrator Account

Because the Administrator account is built in to every copy of Windows 2000, it presents a well-known objective for attackers. To make it more difficult to attack the Administrator account, do the following both for the domain Administrator account and the local Administrator account on each server:

· Rename the account to a non obvious name (e.g., not "admin," "root," etc.).

· Establish a decoy account named "Administrator" with no privileges. Scan the event log regularly looking for attempts to use this account.

· Enable account lockout on the real Administrator accounts by using the passprop utility.

· Disable the local computer's Administrator account.
Other Notable Safeguards
· Remove or delete unnecessary Users

· Configure screen saver to lock the screen within 30 minutes of inactivity

· Configure a logon message

· Prevent the last logged-in user name from being displayed.  (The login dialog box makes it easier to discover a user name that can later be employed in a password- guessing attack. Disable this feature using the security templates provided on the installation CD, or via Group Policy snap-in.)

3.7 System Logging / Auditing

Security auditing is an important component of an overall enterprise-wide security plan. Any time an action occurs that has been configured for auditing; the action is recorded in the system’s security log.  The events can be reviewed by administrators for abnormal system activity.

Default installation of Windows XP have security event logging disabled.  These need to be enabled from the Windows Start menu, select Settings | Control panel. Under “Administrative Tools”, select “Local Security Policy”.

The chart below shows recommended minimum log policy settings of a basic server configuration.

	Policy 
	Recommended Settings 

	Audit account logon events 
	Success, Failure 

	Audit account management 
	Success, Failure 

	Audit directory service access 
	No auditing 

	Audit logon events 
	Success, Failure 

	Audit object access  (See Below)
	Failure (Minimum)

	Audit policy change 
	Success, Failure 

	Audit privilege use 
	Failure (Minimum)

	Audit process tracking 
	No auditing 

	Audit system events 
	Success (Minimum)


With Auditing Object Access it is possible to track when specific users access specific files. This option only produces events when one or more objects are actively being audited. In order to track user access to specific files or directories, navigate to the file or folder, edit the security properties for that object, and enable auditing on the object.  This is recommended for objects that contain protected information.
The security log is the most important the size of which should be set so that at least 30 days of information can be kept.  100 MB is a suggested minimum, but if you have a high-volume service, make the file as large as necessary to make sure at least 14 days of security logs are available. You may increase the number of days that you keep, or you may set the log files to not overwrite events.

Additional recommended settings:

	Policy
	Recommended Settings 

	Maximum application log size
	16384 KB

	Maximum security log size
	102400KB

	Maximum system log size
	16384KB

	Prevent local guests group from accessing application log
	enabled

	Prevent local guests group from accessing security log
	enabled

	Prevent local guests group from accessing system log
	enabled

	Retain application log
	Not defined

	Retain security log
	Not defined

	Retain system log
	Not defined

	Retention method for application log
	Overwrite as needed

	Retention method for security log
	Overwrite events older than 30 days (See Note)

	Retention method for system log
	Overwrite as needed


Note:  In high security scenarios – it is not recommended to overwrite logs but instead force shutdown when log reaches capacity.  (This will prevent the loss of critical records.) 
Note:  Administrators should monitor the Security Log Size regularly with this retention setting.  If there is a malicious attempt to fill the log file in which the data is less than 30 days old the system will force a shutdown.

3.8 Domain Member
	Policy
	Settings

	Domain member: Digitally encrypt or sign secure channel data (always)
	Enabled

	Domain member: Digitally encrypt secure channel data (when possible)
	Enabled

	Domain member: Digitally sign secure channel data (when possible)
	Enabled

	Domain member: Require strong (Windows 2000 or later) session key
	Enabled


Note:  When manually enabling these settings – You will receive a warning notification indicating that without proper testing you may break application or network functionality.  Please be sure to fully test these settings in your environment before enabling.  See Q823659 for additional information from Microsoft.
Domain member: Digitally encrypt or sign secure channel data (always)

This policy setting determines whether all secure channel traffic that is initiated by the domain member must be signed or encrypted. If a system is set to always encrypt or sign secure channel data, then it cannot establish a secure channel with a domain controller that is not capable of signing or encrypting all secure channel traffic, because all secure channel data is signed and encrypted.

This setting can only be safely enabled when all domain controllers are Windows 2000, or Windows NT SP 4 or later.  This is the preferred setting if the domain environment is homogeneous.

Domain member: Digitally encrypt secure channel data (when possible)

This policy setting determines whether a domain member may attempt to negotiate encryption for all secure channel traffic that it initiates. If you enable this policy setting, the domain member will request encryption of all secure channel traffic. If you disable this policy setting, the domain member will be prevented from negotiating secure channel encryption.

This setting provides greater compatibility than requiring encryption or signing.  Signing along will not provide confidentiality of the NETLogon process.

Domain member: Digitally sign secure channel data (when possible)

This policy setting determines whether a domain member may attempt to negotiate whether all secure channel traffic that it initiates must be digitally signed. Digital signatures protect the traffic from being modified by anyone who captures the data as it traverses the network.

This setting provides greater compatibility than requiring encryption or signing.  Signing along will not provide confidentiality of the NETLogon process.

Domain member: Require strong (Windows 2000 or later) session key

When this policy setting is enabled, a secure channel may only be established with domain controllers that are capable of encrypting secure channel data with a strong (128-bit) session key.

To enable this policy setting, all domain controllers in the domain must be able to encrypt secure channel data with a strong key, which means all domain controllers must be running Microsoft Windows 2000 or later. If communication to non-Windows 2000 domains is required, Microsoft recommends that you disable this policy setting.

3.9 Interactive Logon

	Policy
	Setting

	Interactive Logon: Do not require CTRL+ALT+DEL
	Disabled

	Interactive Logon: Do not display last user name
	Enable    


Interactive Logon: Do not require CTRL+ALT+DEL

The CTRL+ALT+DEL key combination establishes a trusted path to the operating system when a user enters a username and password. When this policy setting is enabled, users are not required to use this key combination to log on to the network. However, this configuration poses a security risk because it provides an opportunity for users to log on with weaker logon credentials.

When you type CTRL+ALT+Delete, you are guaranteed that the operating system authentication process will handle the NETLogon request.  Given the potential for a high number of Trojans and Virus’s in the environment this will prevent any malicious application from intercepting and responding when these keys are pressed.
Interactive Logon: Do not display last user name

This policy setting determines whether the account name of the last user to log on to the client computers in your organization will be displayed in each computer's respective Windows logon screen. Enable this policy setting to prevent intruders from collecting account names visually from the screens of desktop or laptop computers in your organization.

The Interactive logon: Do not display last user name setting is configured to Enabled.
3.10 Microsoft Network Client

	Policy
	Setting

	Microsoft network client: Digitally sign communications (always)
	Enabled   

	Microsoft network client: Digitally sign communications (if server agrees)
	Enabled

	Microsoft network client: Send unencrypted password to third-party SMB servers
	Disabled


Note:  When manually enabling these settings – You will receive a warning notification indicating that without proper testing you may break application or network functionality.  Please be sure to fully test these settings in your environment before enabling.  See Q823659 for additional information from Microsoft.
Microsoft network client: Digitally sign communications (always)

This policy setting determines whether packet signing is required by the SMB client component. If you enable this policy setting, the Microsoft network client computer cannot communicate with a Microsoft network server unless that server agrees to sign SMB packets. In mixed environments with legacy client computers, set this option to Disabled because these computers will not be able to authenticate or gain access to domain controllers. However, you can use this policy setting in Windows 2000 or later environments.

This applies to communications using Server Message Block (SMB) protocol only.  If the server (typically prior to Windows 2000) cannot support SMB signing communication will fail.
Microsoft network client: Digitally sign communications (if server agrees)

This policy setting determines whether the SMB client will attempt to negotiate SMB packet signing. The implementation of digital signing in Windows networks helps to prevent sessions from being hijacked. If you enable this policy setting, the Microsoft network client will use signing only if the server with which it communicates accepts digitally signed communication.

Microsoft network client: Send unencrypted password to third-party SMB servers

Disable this policy setting to prevent the SMB redirector from sending plaintext passwords during authentication to non-Microsoft SMB servers that do not support password encryption. Microsoft recommends that you disable this policy setting unless there is a strong business case to enable it. If this policy setting is enabled, unencrypted passwords will be allowed across the network.

3.11 Microsoft Network Server

	Policy
	Setting

	Microsoft network server: Digitally sign communications (always)
	Enabled 

	Microsoft network server: Digitally sign communications (if client agrees)
	Enabled


Note:  When manually enabling these settings – You will receive a warning notification indicating that without proper testing you may break application or network functionality.  Please be sure to fully test these settings in your environment before enabling.  See Q823659 for additional information from Microsoft.
Microsoft network server: Digitally sign communications (always)

This policy setting determines if the server side SMB service is required to perform SMB packet signing. Enable this policy setting in a mixed environment to prevent downstream clients from using the workstation as a network server.

This applies to communications using Server Message Block (SMB) protocol only.  If the server (typically prior to Windows 2000) cannot support SMB signing communication will fail
Microsoft network server: Digitally sign communications (if client agrees)

This policy setting determines if the server side SMB service is able to sign SMB packets if it is requested to do so by a client that attempts to establish a connection. If no signing request comes from the client, a connection will be allowed without a signature if the Microsoft network server: Digitally sign communications (always) setting is not enabled.
3.12 Network Security

	Policy
	Setting

	Network security: Do not store LAN Manager hash value on next password change
	Enable

	Network security: LAN Manager authentication level
	Send NTLMv2 responses only\refuse LM 

	Network security: LDAP client signing requirements
	Negotiate signing

	Network security: Minimum session security for NTLM SSP based (including secure RPC) clients
	Require message confidentiality, Require message integrity, Require NTLMv2 session security, Require 128 bit encryption

	Network security: Minimum session security for NTLM SSP based (including secure RPC) servers
	Require message confidentiality, Require message integrity, Require NTLMv2 session security, Require 128 bit encryption


Note:  When manually enabling these settings – You will receive a warning notification indicating that without proper testing you may break application or network functionality.  Please be sure to fully test these settings in your environment before enabling.  See Q823659 for additional information from Microsoft.
Network security: Do not store LAN Manager hash value on next password change

This policy setting determines whether the LAN Manager (LM) hash value for the new password is stored when the password is changed. The LM hash is relatively weak and prone to attack compared to the cryptographically stronger Windows NT® hash.

The SAM database typically stores a LANManager (LM) hash of account passwords. The SAM database should be secure on the workstation; however, if it is captured, the LM hash can be retrieved. Many vulnerabilities exist with the LM authentication model, and brute force attacks usually succeed with ease. Removing the LM hash from the SAM database helps protect the local account passwords. However, most Windows 9x clients only support LM authentication.

Network security: LAN Manager Authentication level

This policy setting specifies the type of challenge/response authentication for network logons with non-Windows 2000 and Window XP Professional clients. LAN Manager authentication (LM) is the least secure method; it allows encrypted passwords to be cracked because they can be easily intercepted on the network. NT LAN Manager (NTLM) is somewhat more secure. NTLMv2 is a more robust version of NTLM that is available in Windows XP Professional, Windows 2000, and Windows NT 4.0 Service Pack 4 (SP4) or later. NTLMv2 is also available for Windows 95 and Windows 98 with the optional Directory Services Client.

Microsoft recommends that you configure this policy setting to the strongest possible authentication level for your environment. In environments that run only Windows 2000 Server or Windows Server 2003 with Windows XP Professional workstations, configure this policy setting to the Send NTLMv2 response only\refuse LM and NTLM option for the highest security.

Communication with Windows 9x/Me machines requires the DSCLIENT.EXE utility from the Windows 2000 installation CD. If the change can be made network wide the preferred and most secure setting is, “Send NTLMv2 response only\refuse LM & NTLM”.  
Network security: LDAP client signing requirements

This policy setting determines the level of data signing that is requested on behalf of clients that issue LDAP BIND requests. Because unsigned network traffic is susceptible to man-in-the-middle attacks, an attacker could cause an LDAP server to make decisions that are based on false queries from the LDAP client.

Therefore, the value for the Network security: LDAP client signing requirements setting is configured to “Negotiate signing”.

Network security: Minimum session security for NTLM SSP based (including secure RPC) clients

This policy setting determines the minimum application-to-application communications security standards for clients. The options for this policy setting are:

· Require message integrity

· Require message confidentiality

· Require NTLMv2 session security

· Require 128-bit encryption

If all of the computers on your network can support NTLMv2 and 128-bit encryption (for example, Windows XP Professional SP2 and Windows Server 2003 SP1), all four setting options may be selected for maximum security.

All four options are enabled for the Network security: Minimum session security for NTLM SSP based (including secure RPC) clients.
Network security: Minimum session security for NTLM SSP based (including secure RPC) servers

This policy setting is similar to the previous setting, but affects the server side of communication with applications. The options for the setting are the same:

· Require message integrity

· Require message confidentiality

· Require NTLMv2 session security

· Require 128-bit encryption

If all of the computers on your network can support NTLMv2 and 128-bit encryption (for example, Windows XP Professional SP2 and Windows Server 2003 SP1), all four options may be selected for maximum security.

All four options are enabled for the Network security: Minimum session security for NTLM SSP based (including secure RPC) servers.  
3.13 Recovery Console

	Policy
	Setting

	Recovery console: Allow automatic administrative logon
	Disabled

	Recovery console: Allow floppy copy and access to all drives and all folders
	Disabled


Recovery console: Allow automatic administrative logon

The recovery console is a command-line environment that is used to recover from system problems. If you enable this policy setting, the administrator account is automatically logged on to the recovery console when it is invoked during startup. Microsoft recommends that you disable this policy setting, which will require administrators to enter a password to access the recovery console.

Recovery console: Allow floppy copy and access to all drives and all folders

This policy setting makes the Recovery Console SET command available, which allows you to set the following recovery console environment variables:

· AllowWildCards. Enables wildcard support for some commands (such as the DEL command).

· AllowAllPaths. Allows access to all files and folders on the computer.

· AllowRemovableMedia. Allows files to be copied to removable media, such as a floppy disk.

· NoCopyPrompt. Does not prompt when overwriting an existing file.
For maximum security, the Recovery console: Allow floppy copy and access to all drives and all folders setting is configured to Disabled in the baseline policy.
3.14 Devices

	Policy
	Setting

	Devices: Allowed to format and eject removable media
	Administrators, Interactive Users

	Devices: Prevent users from installing printer drivers
	Enable (Disable if Laptop)


Devices: Allowed to format and eject removable media

This policy setting determines who is allowed to format and eject removable media. You can use this policy setting to prevent unauthorized users from removing data on one computer to access it on another computer on which they have local administrator privileges.

The Devices: Allow to format and eject removable media setting is restricted to the Administrators and Interactive Users groups for the enterprise environment.

Devices: Prevent users from installing printer drivers

It is feasible for a hacker to disguise a Trojan horse program as a printer driver. The program may appear to users as if they must use it to print, but such a program could unleash malicious code on your computer network. To reduce the possibility of such an event, only administrators should be allowed to install printer drivers. However, because laptops are mobile devices, laptop users may need to occasionally install a printer driver from a remote source in order to continue their work. Therefore, this policy setting should be disabled for laptop users, but always enabled for desktop users.
The Devices: Prevent users from installing printer drivers setting is configured to Enabled for desktops and to Disabled for laptop users.
3.15 Shutdown

	Policy
	Setting

	Shutdown: Allow system to be shut down without having to log on
	Disable


Shutdown: Allow system to be shut down without having to log on

This policy setting determines whether a computer can be shut down when a user is not logged on to it. If this policy setting is enabled, the shutdown command is available on the Windows logon screen. Microsoft recommends that you disable this policy setting to restrict the ability to shut down the computer to users with credentials on the system.

The Shutdown: Allow system to be shut down without having to log on setting is configured to Disable.
3.16 Additional Registry Settings
These security settings can be applied in a variety of ways – using REGEDIT.EXE, REGEDT32.EXE, Local Group Policy, or Domain Group Policy. For more information on applying changes directly to a Windows XP Professional registry, please consult the Microsoft TechNet Internet site at http://www.microsoft.com/technet . Some other helpful registry information is available at http://support.microsoft.com/default.aspx?scid=kb;en-us;Q256986 and http://www.microsoft.com/technet/prodtechnol/winntas/tips/winntmag/inreg.asp .

	Policy
	Settings

	MSS: (AutoAdminLogon) Enable Automatic Logon (not recommended) 
	0, disables automatic logon

	MSS: (NoDriveTypeAutoRun) Disable Autorun for all drives (recommended)
	255, disable autorun for all drives

	MSS: (NoDefaultExempt) Enable NoDefaultExempt for IPSec Filtering (recommended)
	1, Multicast, broadcast, and ISAKMP are exempt, encrypts all other traffic.

	Disable WebDAV basic authentication (SP 2 only): HKLM\System\CurrentControl Set\Services\WebClient\Parameters\UseBasicAuth
(REGDWORD) 1
	1, disables WEBDAV

	Enable Safe DLL Search Mode: HKLM\System\CurrentControlSet\Control\Session Manager\SafeDllSearchMode
(REG_DWORD) 1


	1, enables safe search mode


(AutoAdminLogon) Enable Automatic Logon 

The registry value entry AutoAdminLogon was added to the template file in the HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\ registry key. The entry appears as MSS: (AutoAdminLogon) Enable Automatic Logon (not recommended).
This setting is separate from the Welcome screen feature in Windows XP; if that feature is disabled, this setting is not disabled. If you configure a computer for automatic logon, anyone who can physically gain access to the computer can also gain access to everything that is on the computer, including any network or networks to which the computer is connected. Also, if you enable automatic logon, the password is stored in the registry in plaintext, and the specific registry key that stores this value is remotely readable by the Authenticated Users group. For these reasons the setting is configured to Not Defined for the enterprise environment, and the default Disabled setting is explicitly enforced for high security environment.

For additional information, see the Microsoft Knowledge Base article "How to turn on automatic logon in Windows XP," which is available online at http://support.microsoft.com/default.aspx?scid=315231.
(NoDriveTypeAutoRun) Disable Autorun for all drives 

The registry value entry NoDriveTypeAutoRun was added to the template file in the HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\
Policies\Explorer\ registry key. The entry appears as MSS: (NoDriveTypeAutoRun) Disable Autorun for all drives (recommended).
Autorun starts to read from a drive on your computer as soon as media is inserted into it. As a result, the setup file of programs and the sound on audio media starts immediately. This setting is configured to 255, disable autorun for all drives.
Enable IPSec to protect Kerberos RSVP traffic: (NoDefaultExempt) Enable NoDefaultExempt for IPSec Filtering 

The registry value entry NoDefaultExempt was added to the template file in the HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\IPSEC\ registry key. The entry appears as MSS: (NoDefaultExempt) Enable NoDefaultExempt for IPSec Filtering (recommended).
IPsec is increasingly used for basic host-firewall packet filtering, particularly in Internet-exposed scenarios, and the affect of these default exemptions has not been fully understood. Therefore, some IPsec administrators may create IPsec policies that they think are secure, but are not actually secure against inbound attacks that use the default exemptions.  For additional information, see the Microsoft Knowledge Base article "IPSec Default Exemptions Can Be Used to Bypass IPsec Protection in Some Scenarios," which is available online at http://support.microsoft.com/default.aspx?scid=811832.
Do not configure the MSS: (NoDefaultExempt) Enable NoDefaultExempt for IPSec Filtering (recommended) entry except on computers that use IPsec filters, where this entry should be configured to a value of Enabled.  Microsoft recommends that you enforce the default setting in Windows XP with SP 2, to Multicast, broadcast, and ISAKMP are exempt, 1, encrypts all traffic (Option 1 below).  Also when Kerberos authentication information is transferred between domain controllers, or between domain controllers and member servers or workstations, it is not secured by default. Even when IPSec is used to encrypt that traffic, the Kerberos information is considered “exempt”. Set this value to 1 to ensure that all traffic, including Kerberos information is protected by IPSec.
· A value of 0 specifies that multicast, broadcast, RSVP, Kerberos, and IKE (ISAKMP) traffic are exempt from IPsec filters, which is the default configuration for Windows 2000 and Windows XP. Use this setting only if you require compatibility with an IPsec policy that already exists or Windows 2000 and Windows XP.

· A value of 1 specifies that Kerberos protocol and RSVP traffic are not exempt from IPsec filters, but multicast, broadcast, and IKE traffic are exempt. This setting is the recommended value for Windows 2000 and Windows XP. 

· A value of 2 specifies that multicast and broadcast traffic are not exempt from IPsec filters, but RSVP, Kerberos, and IKE traffic are exempt. This setting is supported only in Windows Server 2003. 

· A value of 3 specifies that only IKE traffic is exempt from IPsec filters. This setting is supported only in Windows Server 2003, which contains this default behavior although the registry key does not exist by default.
WebDAV basic authentication (SP 2 only)

The WebDAV (distributed authoring and versioning) service allows an XP client to manage documents using the HTTP protocol. Since documents can be modified, locked and deleted through this protocol, the server typically requires the client to authenticate, which is also done through the HTTP protocol.

The HTTP client and server must negotiate an acceptable authentication protocol. Valid options include Kerberos, NTLM and Basic authentication. Basic authentication is often the easiest to implement, but it requires transmitting the username and password over the network in clear text.

In order to prevent the WebDAV service from negotiating basic authentication, set this option to a non-zero value. If the registry key does not exist (default value), WebDAV basic authentication is disabled.
(SafeDllSearchMode) Enable Safe DLL Search Order 

The registry value entry SafeDllSearchMode was added to the template file in the HKEY_LOCAL_MACHINE\ SYSTEM\CurrentControlSet\Control\Session Manager\ registry key. The entry appears as MSS: (SafeDllSearchMode) Enable Safe DLL search mode (recommended) in the SCE.

The DLL search order can be configured to search for DLLs that are requested by running processes in one of two ways:

· Search folders specified in the system path first, and then search the current working folder.

· Search current working folder first, and then search the folders specified in the system path.

When enabled, the registry value is set to 1. With a setting of 1, the system first searches the folders that are specified in the system path and then searches the current working folder. When disabled the registry value is set to 0 and the system first searches the current working folder and then searches the folders that are specified in the system path. This setting is configured to Enabled for the enterprise environment..

4.0 Additional Tools and Software

4.1 Microsoft Baseline Security Analyzer  (MBSA)

MBSA monitors a single computer or multiple computers for potential security problems and security misconfigurations.  It includes:

· Detects missing critical updates to operating system.

· Checking for accounts without passwords

· Uses a database of security updates from Microsoft to analyze computers.

· Collects found vulnerabilities in a report for analysis and action.

· Includes support for new Microsoft products as they are released.
· For more information about the MBSA tool, see the Microsoft Baseline Security Analyzer Web site at http://go.microsoft.com/fwlink/?linkid=10730
4.2 Security Configuration and Analysis Tool

You can use the Microsoft Security Configuration Tool set to configure security for a Windows based computer, and then perform periodic analysis of the computer to ensure that the configuration remains intact or to make necessary changes over time. This tool set is also integrated with the Microsoft Windows Administration Change and Configuration Management tool to automatically configure policies on a large number of computers in the enterprise.  More info is available at:  http://support.microsoft.com/kb/245216
4.3Security Configuration Wizard (SCW)

Provides guided attack surface reduction for Windows Server 2003 SP1 servers. SCW asks a series of questions to determine the server role or roles, and then uses a roles-based metaphor driven by an extensible XML knowledge base that defines the services, ports, and other functional requirements for more than 50 different server roles. Any functionality that is not required by the roles that the server is performing will be disabled.

SCW allows administrators to:

· Disable unnecessary services

· Disable unnecessary IIS Web extensions

· Block unused ports, including support for multi-homed scenarios

· Secure ports that are left open using IPSec

· Reduce protocol exposure for Lightweight Directory Access Protocol (LDAP), LAN Manager, and server message block (SMB)

· Configure audit settings with a high signal-to-noise ratio

· Import Windows security templates for coverage of settings that are not configured by the wizard

· Initiate rollback. Can be used to return the server to the state it was in before the SCW security policy was applied, which can be useful when applied policies disrupt service expectations

· Perform compliance analysis. 

· Supports deploying SCW policies using Group Policy

Note:  SCW may be started by the following steps: Click Start, point to Administrative Tools, and click Security Configuration Wizard.  For more information please see Security Configuration Wizard for Windows Server 2003 .

4.4 Microsoft Security Assessment Tool 4.0

The Microsoft Security Assessment Tool (MSAT) is a risk-assessment application designed to provide information and recommendations about best practices for security within an information technology (IT) infrastructure.

www.microsoft.com/downloads/details.aspx?familyid=CD057D9D-86B9-4E35-9733-7ACB0B2A3CA1&displaylang=en
4.5 EventCombMT 
This will allow you to analyze event logs from multiple computers simultaneously. The main drawback to using EventCombMT is that it copies the entire event log over the network to perform the analysis. EventCombMT is included with the Microsoft Windows Server 2003 Resource Kit Tools.

4.6 Log Parser Tool

This will enable you to extract information from files of almost any format by using Structured Query Language (SQL)–like queries. Log Parser is included in the Internet Information Services (IIS) 6.0 Resource Kit Tools.

4.7 Simple Network Management Protocol (SNMP)
Is a Windows 2000, Windows XP, and Windows Server 2003 service that enables you to send security event information from a computer to a remote SNMP management console by using SNMP traps.  
Note – if enabled; it is highly recommended to change the default community name to something else than “Public”.

4.8 Security Templates
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Security templates are text files that contain security setting values. They are subcomponents of GPOs and can be used with the Security Configuration and Analysis tool.

A security template may contain settings for:
· Audit Policy settings. These settings specify the security events that are recorded in the Event Log. You can monitor security-related activity, such as who attempts to access an object, when a user logs on to or logs off a computer, or when changes are made to an Audit Policy setting.

· User Rights Assignment settings. These settings specify users or groups that have logon rights or privileges on the member servers in the domain.

· Security Options settings. These settings are used to enable or disable security settings for servers, such as digital signing of data, administrator and guest account names, floppy-disk drive and CD-ROM drive access, driver installation behavior, and logon prompts.

· Event Log settings. These settings specify the size of each event log and actions to take when each event log becomes full. There are several event logs that store logged security events, including the Application log, the Security log, and the System log.

· System Services settings. These settings specify the startup behavior and permissions for each service on the server.

Additional Information For more information about security templates, and to obtain a comprehensive set of security templates, download the Windows Server 2003 Security Guide from the Microsoft Download Center Web site.

Note:  For many servers it is recommended to start by looking at the Member Server Baseline security template.  ( Available with the Windows 2003 Security Guide.)

5.0 Useful Links and References
5.1 Microsoft Change Management

Microsoft provides guidance for IT professionals on the basics of change management, which you also can apply to compliance. This guidance appears in the Service Management Functions (SMFs) series. For more information about change management, see the Service Management Functions: Change Management page at www.microsoft.com/technet/itsolutions/cits/mo/smf/smfchgmg.mspx
5.2 Microsoft Malicious Software Removal Tool Web site www.microsoft.com/malwareremove
5.3 Microsoft Systems Management Server

Manages change on clients and servers, see Systems Management Server (SMS) at www.microsoft.com/technet/security/prodtech/SMS.mspx.

5.4 Microsoft Systems Management Server – Desired Configuration Monitoring

For information about how to maintain a consistent configuration across all server roles and hardware types and ensure that all servers have required software updates, services packs, and drivers installed, see at www.microsoft.com/technet/itsolutions/cits/mo/sman/dcm.mspx.

5.5 Microsoft Security

· www.microsoft.com/technet/security/bestprac/overview.mspx.
· www.microsoft.com/technet/security
· www.microsoft.com/security
5.6 Microsoft Security Awareness Training Materials

This tool kit and guide covers information security awareness and training that are critical to any organization’s information security strategy and supporting security operations. It provides guidance, samples, and templates for creating a security awareness program that aims to educate on appropriate security-conscious behavior, and security best practices for considered inclusion within daily business activities www.microsoft.com/technet/security/understanding/awareness.mspx
5.7 Microsoft Windows Vista – Security Guide www.microsoft.com/technet/windowsvista/security/guide.mspx
5.8 Microsoft Windows Server 2003 – Security Guide

The Windows Server 2003 Security Guide focuses on providing a set of easy to understand guidance, tools, and templates to help secure Windows Server 2003 in many environments. This guidance not only provides recommendations, but also the background information on the risk that the setting is used to mitigate as well as the impact to an environment when the option is configured.

go.microsoft.com/fwlink/?LinkId=14845
5.9 Center for Internet Security  “Windows Server 2003 Operating System Legacy, Enterprise, and Specialized Security Benchmark Consensus Security Settings for Domain Member Servers” www.cisecurity.org .
5.10 Microsoft Windows XP – Security Guide go.microsoft.com/fwlink/?LinkId=14839
5.11 SANS Institute www.sans.org
5.12 Microsoft Threats and Countermeasures Guide

The purpose of this guide is to provide a reference to many of the security settings available in the current versions of the Microsoft Windows operating systems. go.microsoft.com/fwlink/?LinkId=15159
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Appendix A
Minimum Security Checklist

For those experienced windows administrators who wish to proceed directly to hardening their systems without reading this guideline there is a template  (WASHU Desktop Baseline.inf) that encompasses most of the recommendations in this document.  Use this checklist in conjunction with the template to configure your systems per this guideline.  You can install the template by following the process in Appendix B.  Those setting applied in the template are indicated in the below checklist.  Make sure you keep a copy of the checklist for your reference.  Those items in the checklist that are not applied through the template will have to be accomplished manually.
	System Information

	System/OU/Group (Local) Policy Name
	

	Administrators Name
	

	Date
	

	Preparation and Initial Setup

	Settings
	CIS
(Ref. 5.18)
	Protected
Confidential
	Applied Via Template
	Min Std
	Ref.  Para.
	Ck.

	If this is a new system protect it from the network until the OS is hardened and patches are installed.
	
	Rq
	
	
	
	

	Install the latest service packs, hotfixes and security updates from Microsoft
	1.1 &1.2
	Rq
	
	
	2.1
	

	Enable automatic notification of patch availability.
	
	Rq
	
	
	2.1
	

	Use the Security Configuration Wizard to assist in hardening and patching the system.
	
	Rc
	
	
	2.1
	

	Auditing and Account Policies

	Enable the following Audit policies: 

Audit Account Logon Events – Success and Failure

Audit Account Management – Success and Failure
Audit Directory Service Access – No Auditing
Audit Logon Events – Success and Failure

Audit Object Access – Failure (minimum)

Audit Policy Change – Success (minimum)

Audit Privilege Use – Failure (minimum)
Audit Process Tracking – No Audit
Audit System Events – Success (minimum)
	2.2.1
	Rq
	*
	
	3.7
	

	Set minimum password requirements on Accounts as defined below if not specified per INFOSEC Security Policy 02.01.01: 

Minimum Password Age – 1 day

Maximum Password Age – 120 days (minimum)

Password Length – 8 characters (minimum)

Password Complexity - enabled

Password History – 10 remembered
Store password using reversible encryption for all users in the domain - disable
	2.2.2
	Rq
	*
	
	3.1
	

	Set Account Lockout Policy per Below:

Account Lockout Duration – 30 minutes (minimum)

Account Lockout Threshold – 10 attempts

Reset Account Lockout After – 15 minutes (minimum)
	2.2.3
	Rq
	*
	
	3.1
	

	Configure event log settings per paragraph 3.7.
	2.2.4
	Rq
	*
	
	3.7
	

	Security Settings

	Network Access: Disable Anonymous SID/Name translation
	3.1.1
	Rq
	*
	
	3.5
	

	Network Access: Do not allow anonymous enumeration of SAM accounts
	3.1.2
	Rq
	*
	
	3.5
	

	Network Access: Do not allow anonymous enumeration of SAM accounts and shares
	3.1.3
	Rq
	*
	
	3.5
	

	Enable Data Execution Protection for all programs 
	3.1.4
	Rc
	
	
	2.6
	

	Accounts: Disable the Guest account
	3.2.1.2
	Rq
	*
	
	3.6
	

	Domain Member: Digitally Encrypt or Sign Secure Channel Data (Always) - Enable
	3.2.1.20
	Rc
	*
	
	3.8
	

	Domain Member: Digitally Encrypt Secure Channel Data (When Possible) - Enable
	3.2.1.21
	Rq
	*
	
	3.8
	

	Domain Member: Digitally Sign Secure Channel Data (When Possible) - Enable
	3.2.1.22
	Rc
	*
	
	3.8
	

	Domain Member: Require Strong (Windows 2000 or later) Session Key - Enable
	3.2.1.25
	Rc
	*
	
	3.8
	

	Interactive Logon: Do not Require CTRL-ALT-DEL - Disable
	3.2.1.27
	Rq
	*
	
	3.9
	

	Interactive Logon: Do not display last user name -Enable
	3.2.1.26
	Rq
	
	
	3.9
	

	Microsoft Network Client: Digitally Sign Communications (always) - Enable
	3.2.1.34
	Rc
	*
	
	3.10
	

	Microsoft Network Client: Digitally Sign Communications (If Server Agrees) - Enable
	3.2.1.35
	Rq
	*
	
	3.10
	

	Microsoft Network Client: Send Unencrypted Password to Connect to Third-Party SMB Server - Disable
	3.2.1.36
	Rq
	*
	
	3.10
	

	Microsoft Network Server: Digitally Sign Communications (always) - Enable
	3.2.1.38
	Rc
	*
	
	3.11
	

	Microsoft Network Server: Digitally Sign Communications (If Client Agrees) - Enable
	3.2.1.39
	Rq
	*
	
	3.11
	

	Network Access: Let Everyone Permissions Apply to Anonymous Users - Disabled
	3.2.1.42
	Rq
	*
	
	3.5
	

	Network Access: Named Pipes that can be Accessed anonymously – Leave Blank

	3.2.1.43
	Rc
	*
	
	3.5
	

	Network Access: Shares that can be Accessed Anonymously – Leave Blank
	3.2.1.45
	Rc
	*
	
	3.5
	

	Network Access: Sharing and Security Model for Local Accounts - Classic
	3.2.1.46
	Rq
	*
	
	3.5
	

	Network Security: Do not Store LAN Manager Password Hash Value on next Password Change - Enable
	3.1.1.47
	Rc
	*
	
	3.12
	

	Network Security: Lan Manager Authentication Level – Send NTLMv2 responses only\refuse LM
	3.1.1.49
	Rc
	*
	
	3.12
	

	Network Security: LDAP Client Signing Requirements  - Negotiate Signing
	3.2.1.50
	Rq
	*
	
	3.12
	

	Network Security: Minimum session security for NTLM SSP based (including secure RPC) clients - Require Message Integrity, Message Confidentiality,

NTLMv2 Session Security, 128-bit Encryption
	3.2.1.51
	Rq
	*
	
	3.12
	

	Network Security: Minimum session security for NTLM SSP based (including secure RPC) servers - Require Message Integrity, Message Confidentiality,

NTLMv2 Session Security, 128-bit Encryption
	3.2.1.52
	Rc
	*
	
	3.12
	

	Recovery Console: Allow Automatic Administrative Logon - Disable
	3.2.1.53
	Rc
	*
	
	3.13
	

	Recovery Console: Allow Floppy Copy and Access to all drives and all Folders - disable
	3.2.1.54
	Rc
	*
	
	3.13
	

	Devices: Allowed to format and eject removable media –Administrator, interactive users
	3.2.1.12
	Rq
	
	
	3.14
	

	Devices: Prevent users from installing printer drivers – Enable (Disable if Laptop)
	3.2.1.12
	Rq
	
	
	3.14
	

	Shutdown: Allow system to be shut down without having to log on - Disable
	3.2.1.55
	Rc
	
	
	3.15
	

	Additional Registry Settings

	Disable autoplay from any disk type, regardless of application:

HKLM\Software\Microsoft\ Windows\CurrentVersion\Policies\Explorer\ NoDriveTypeAutoRun

(REG_DWORD) 255
	3.2.2.3
	Rc
	
	
	3.16
	

	Disable Automatic Logon: HKLM\Software\Microsoft\ Windows NT\CurrentVersion\ Winlogon\AutoAdminLogon
 (REG_DWORD) 0
	3.2.2.6
	Rc
	
	
	3.16
	

	Disable CD Autorun: HKLM\System\CurrentControl Set\ Services\CDrom\Autorun
(REG_DWORD) 0
	3.2.2.8
	Rc
	
	
	3.16
	

	Enable IPSec to protect

Kerberos RSVP Traffic:

HKLM\System\CurrentControlSet\Services\

IPSEC\ NoDefaultExempt

(REG_DWORD) 1
	3.2.2.21
	Rc
	
	
	3.16
	

	Disable WebDAV basic authentication (SP 2 only): HKLM\System\CurrentControl Set\Services\WebClient\Paramet ers\UseBasicAuth
(REGDWORD) 1
	3.2.2.24
	Rc
	
	
	3.16
	

	Enable Safe DLL Search Mode: HKLM\System\CurrentControlSet\Control\Session Manager\SafeDllSearchMode
(REG_DWORD) 1


	3.2.2.23
	Rq
	
	
	3.16
	

	Additional Security Protection

	Disable or uninstall unused services.  Please Document below.
	4.1
	Rq
	*
	
	3.3
	

	Remove or delete unnecessary Users
	
	Rq
	
	
	
	

	Rename the Administrator Account
	
	Rc
	
	
	3.6
	

	Configure user rights to support least privileges.  Please Document below.
	4.2
	Rq
	*
	
	3.2
	

	Ensure all Disk Volumes are using the NTFS file system
	4.3.1
	Rq
	
	
	2.4
	

	Enable the Windows firewall (SP2 only) or other third party firewall. Please Document Below.
	4.3.3
	Rc
	
	
	2.5
	

	Configure File System Permissions
	4.4.1
	Rc
	*
	
	3.4
	

	Disable Netbios
	4.3.2
	Rc
	
	
	2.14
	

	Auxiliary Steps

	Set the system time and configure it to use an NTP source
	
	Rq
	
	
	2.11
	

	Install and Enable Anti-Virus software, configure it to update daily
	
	Rq
	
	
	2.2
	

	Install and Enable Anti-Spyware software, configure it to update daily
	
	Rq
	
	
	2.3
	

	Configure a screen saver to lock the console’s screen automatically if the host is left unattended.
	
	Rq
	
	
	
	

	If the system is not physically secured configure a BIOS password to prevent alterations in the system startup settings.
	
	Rc
	
	
	3.1
	

	Configure the device boot order to prevent unauthorized booting from alternate media.
	
	Rc
	
	
	2.12
	

	Configure the system to secure the storage of protected information to meet confidentiality needs especially if this is a mobile system.
	
	Rc
	
	
	2.7
	

	Install software to check the integrity of critical operating system files.
	
	Rc
	
	
	2.13
	

	If RDP is utilized configure the encryption level to high.
	
	Rq
	
	
	2.8
	

	Restrict physical and network access to servers
	
	Rq
	
	
	2.8
	

	Show File Extensions
	
	Rc
	
	
	2.9
	


Rq – Required

Rc – Recommeded

User Rights
These are referenced in the benchmark. (Ref. 5.18)
	User Right
	Recommended Settings
	Notes

	Access this computer from the network
	Not Defined
	

	Act as part of the operating system
	Not Defined
	

	Add workstations to the domain
	Administrators


	

	Adjust Memory quotas for a process
	Not Defined
	

	Allow Login Through Terminal Services
	Not Defined
	

	Backup files and directories
	Administrators


	

	Bypass traverse checking


	Not Defined
	

	Change the system time


	Administrators


	

	Create a pagefile


	Administrators


	

	Create a token object


	None
	

	Create Global Objects
	Not Defined
	

	Create permanent shared objects
	None
	

	Debug programs


	Administrators
	

	Deny access to this computer from the

network


	Guests, SUPPORT_388945a0, Anonymous Login


	

	Deny logon as a batch job
	None
	

	Deny logon as a service
	None
	

	Deny logon locally
	Guest, Guests
	

	Deny Logon through Terminal Services
	Guests
	

	Enable computer and user accounts

to be trusted for delegation
	None (Domain Controller Only)
	

	Force shutdown from a remote system
	Administrators
	

	Generate security audits
	LOCAL SERVICE, NETWORK SERVICE
	

	Impersonate a Client after Authentication
	SERVICE
	

	Increase scheduling priority


	Administrators


	

	Load and unload device drivers
	Administrators


	

	Lock pages in memory
	None


	

	Log on as a batch job
	None
	

	Log on as a service
	None
	

	Log on locally


	Administrators
	

	Manage auditing and security log


	Administrators


	

	Modify firmware environment values


	Administrators
	

	Perform Volume Maintenance Tasks
	Administrators
	

	Profile single process
	Administrators
	

	Profile system performance
	Administrators
	

	Remove computer from docking station
	Administrators
	

	Replace a process level token


	LOCAL SERVICE, NETWORK SERVICE
	

	Restore files and directories


	Administrators, Backup Operators
	

	Shut down the system


	Administrators


	

	Synchronize directory service data
	None
	

	Take ownership of files or other objects
	Administrators


	


Services

These are referenced in the benchmark. (Ref. 5.18)
	Service
	Recommended Setting
	Notes

	Alerter
	Disable
	

	Application Management
	Not defined
	

	Automatic Updates
	Not defined
	

	Background Intelligent Transfer Service
	Not defined
	

	Clipbook
	Disabled
	

	COM+ Event System
	Not defined
	

	Computer Browser
	Not defined
	

	DHCP Client
	Not defined
	

	Distributed Link Tracking Client
	Not defined
	

	Distributed Transaction Coordinator
	Not defined

	

	DNS Client
	Not defined
	

	Event Log
	Not defined
	

	Fax Service
	Disable
	Not installed by default

	FTP Publishing Service
	Disable 
	Not installed by default

	IIS Admin Service
	Disable
	Not installed by default

	Indexing Service
	Not defined
	

	Infrared Monitor
	Not defined
	Not installed by default

	Internet Connection Sharing
	Disabled
	Not installed by default

	IPSEC Policy Agent
	Not defined
	

	Logical Disk Manager
	Not defined
	

	Logical Disk Manager Administrative Service
	Not defined
	

	Messenger
	Disable
	

	Net Logon
	Not defined
	

	Net meeting Remote Desktop Sharing
	Disable
	

	Network Connections
	Not defined
	

	Network DDE
	Not defined
	

	Network DDE DSDM
	Not defined
	

	NT LM Security Support Provider
	Not defined
	

	Performance Logs and Alerts
	Not defined
	

	Plug and Play
	Not defined
	

	Print Spooler
	Not defined
	

	Protected Storage
	Not defined
	

	QoS RSVP
	Not defined
	Not installed by default

	Remote Access Auto Connection Manager
	Disable
	

	Remote Access Connection Manager
	Not defined
	

	Remote Desktop Help Session Manager
	Disable
	

	Remote Procedure Call (RPC)
	Not defined
	

	Remote Procedure Call (RPC) Locator
	Not defined
	

	Remote Registry Service
	Not defined
	

	Removable Storage
	Not defined
	

	Routing and Remote Access
	Disable
	

	Run as Service
	Not Defined
	

	Security Accounts Manager
	Not defined
	

	Server
	Not defined
	

	Simple Mail Transport Protocol (SMTP)
	Disable 
	Not installed by default

	Smart Card
	Not defined
	

	Smart Card Helper
	Not defined
	

	SNMP Service
	Disable
	Not installed by default

	SNMP Trap
	Disable
	Not installed by default

	System Event Notification
	Not defined
	

	Task Scheduler
	Disable
	

	TCP/IP NetBIOS Helper Service
	Not defined
	

	Telephony
	Disable
	

	Telnet (Client)
	Not Defined
	

	Telnet (Server)
	Disable
	

	Terminal Services
	Not Defined
	

	Trivial FTP Daemon (tftpd)
	Disable
	Not installed by default

	Uninterruptible Power Supply
	Not defined
	

	Universal Plug and Play Device Host
	Disable
	Not installed by default

	Utility Manager
	Not defined
	

	Windows Installer
	Not defined
	

	Windows Management Instrumentation
	Not defined
	

	Windows Management Instrumentation Driver Extensions
	Not defined
	

	Windows Time
	Not defined
	

	Wireless Configuration (WZCCSSVC)
	Disabled
	(Wireless Zero Configuration)

	Windows Media Services
	Disabled (if not used)  
	Not installed by default

	Workstation
	Not defined
	

	World Wide Web Publishing Services
	Disable
	Not installed by default


Windows XP Firewall Settings

	Parameter
	Setting
	Notes

	Protect all Network Connections (SP2 only)
	Enable
	

	Do not allow Exceptions (SP2 only)
	Disable (Enable if not part of a domain)
	

	Allow local program exceptions
	Enable (Disable if not part of a domain)
	

	Allow Remote Administration
	Enable, restrict to subnets used for support only (Disable if not part of a domain)
	

	Allow file and printer sharing exceptions (SP2 only)
	Enable (Disable if not part of a domain)
	

	Allow ICMP exceptions
	Not Defined (Disable if not part of a domain)
	

	Allow Remote Desktop exceptions
	Enabled, restrict to subnets used for support only
	

	Allow UPnP framework exceptions
	Enabled, restrict to subnets used for support only (Disable if not part of a domain)
	

	Prohibit Notifications
	Disable
	

	Log dropped packets (SP2 only)
	Log dropped packets
	

	Log file path and name (SP2 only)
	%SystemRoot%\firewall_domain.log
	

	Log file size limit (SP 2 only)
	Size Limit (KB);4096
	

	Log Successful connections
	Not Defined
	

	Prohibit unicast response to multicast or broadcast (SP 2 only)
	Enable
	

	Define port exceptions (SP2 only)
	Not Configured (Disable if not part of a domain)
	

	Allow local port exceptions (SP2 only)
	Enable (Disable if not part of a domain)
	


Permissions
These are referenced in the benchmark. (Ref. 5.18)
	File

(%SystemRoot%\system32\)
	Recommended Settings
	Notes

	at.exe
	SYSTEM, Administrators
	

	attrib.exe
	SYSTEM, Administrators
	

	cacls.exe
	SYSTEM, Administrators
	

	debug.exe
	SYSTEM, Administrators
	

	drwatson.exe
	SYSTEM, Administrators
	

	drwtsn32.exe
	SYSTEM, Administrators
	

	edlin.exe
	SYSTEM, Administrators, INTERACTIVE
	

	eventcreate.exe
	SYSTEM, Administrators
	

	eventtrigger.exe
	SYSTEM, Administrators
	

	ftp.exe
	SYSTEM, Administrators, INTERACTIVE
	

	net.exe
	SYSTEM, Administrators, INTERACTIVE
	

	net1.exe
	SYSTEM, Administrators, INTERACTIVE
	

	netsh.exe
	SYSTEM, Administrators
	

	rcp.exe
	SYSTEM, Administrators
	

	reg.exe
	SYSTEM, Administrators
	

	regedit.exe
	SYSTEM, Administrators
	

	regedt32.exe
	SYSTEM, Administrators
	

	regsvr32.exe
	SYSTEM, Administrators
	

	rexec.exe
	SYSTEM, Administrators
	

	rsh.exe
	SYSTEM, Administrators
	

	runas.exe
	SYSTEM, Administrators, INTERACTIVE
	

	sc.exe
	SYSTEM, Administrators
	

	subst.exe
	SYSTEM, Administrators
	

	telnet.exe
	SYSTEM, Administrators
	

	tftp.exe
	SYSTEM, Administrators, INTERACTIVE
	Not installed by default

	tlntsvr.exe
	SYSTEM, Administrators
	


Appendix B
WASHU Member Desktop Baseline Security Template
Settings in the Member Server Baseline security template include:
· Audit Policy

· User Rights Assignment

· Security Options

· Event Log

· System Services

Contents

Creating and Applying Security Templates                                                                                                           
Analyze your computer to determine security settings that differ from the WashU Member Desktop Baseline Security template.  (CMD Method)                                                                                                             
Configure your system by using the WashU Baseline Desktop template through Security and Analysis Configuration tools
Configure your system by using the WashU Baseline Desktop template through Group Policy 
Configure your system by using the WashU Baseline Desktop template through command line tool

HYPERLINK \l "_Toc227564433"s


1. Creating and Applying Security Templates
a) Click Start, and then click Run.  In the Run dialog box, type mmc and then click OK.

b) In the Console1 window, on the Console menu, click Add/Remove Snap-in.

c) In the Add/Remove Snap-in dialog box, click Add.

d) In the Add Standalone Snap-in dialog box, under Available Standalone Snap-ins, click Security Configuration and Analysis, click Add, click Security Templates, and then click Add.

e) In the Add Standalone Snap-in dialog box, click Close, and then click OK to close the Add/Remove Snap-in dialog box.

f) On the Console menu, click Save As.

g) In the Save in box, navigate to the desktop.

h) In the File name box, type Baseline Tools and then click Save. 

i) In the console tree, expand Security Templates and add a new Template Search Path.  Add the path to the download template files from the Windows 2003 Security Guide.
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j) Expand 2003 Security template and select EC-Member Server Baseline.  (This is the Enterprise Client Member Server baseline template.  The details pane displays the different categories of Windows settings that you can configure by using a security template.

k) In the console tree, right-click EC-Member Server Baseline, and then click Save As.
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l) In the Save As dialog box, type “WashU Desktop Baseline” and then click Save.

m) Edit and make changes to this policy.  (There could be many steps here.)

n) Once done with changes, in the console tree, right-click WashU DesktopBaseline, and then click Save.

2. Analyze your computer to determine security settings that differ from the WashU Member Desktop Baseline Security template.  (GUI Method)
a) Copy the WashU Desktop Baseline.inf template file to C:\Temp folder.

b) Right-click Security Configuration and Analysis, and then click Open Database.
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c) Type a name of “WashU Security” and click Open.  (This will create a new database for storing results of the Security analysis.)
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d) On the Import Template dialog box – navigate to the C:\Temp directory where you copied the WashU Desktop Baseline.inf template file.  Select the WashU Desktop Baseline template and click Open.
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e) In the console tree, right-click Security Configuration and Analysis, and then click Analyze Computer Now.
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f) In the Perform Analysis dialog box, click OK to accept the default log path and start the configuration.
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Security Configuration and Analysis displays the Analyzing System Security message box, which shows the progress of the analysis process, indicating which areas are being analyzed.
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g) Expand Security Configuration and Analysis, expand the settings and in the details pane, review differences.

Security Configuration and Analysis displays a red X icon to indicate that the current computer settings for the options do not match the database settings, which are derived from the WashU Desktop Baseline template. All other settings that are defined in the database match the computer settings, as indicated by a green check mark. Settings that are not defined in the database are displayed with a blue icon.
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h) Close the Baseline Tools MMC.

i) When prompted to save the settings, click Yes.

3. Analyze your computer to determine security settings that differ from the WashU Member Desktop Baseline Security template.  (CMD Method)
a) Copy WashU template to C:\Temp folder.  (This may need to be created.)

b) Open a command prompt and change directory to C:\Temp folder.

c) Type in the following command.

secedit /analyze /db test1.sdb /cfg "WashU Desktop Baseline.inf" /log testlog1.log
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d) Once complete you should see a task completed successfully message.  Please close the command prompt.
e) Open Windows Explorer and navigate to the C:\Temp folder.  You should see three files as below.
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f) Open Testlog1.log with Excel.  (Or Notepad or another preferred program.)

g) If opened with Excel – the first column is where you will find your results.  Look for the word “Mismatch” to help identify difference between the WashU Desktop baseline template and the actual computer settings.  (As opposed to the GUI interface in which you must find all the little red X’s.)
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4. Configure your system by using the WashU Desktop Baseline template through Security and Analysis Configuration tool.
a) Open the “Baseline Tools” MMC console which was previously created.

b) In the console tree, right-click Security Configuration and Analysis, and then click Configure Computer Now.

c) In the Configure System dialog box, click OK to accept the default log path and start the configuration.

d) Security Configuration and Analysis displays the Configuring Computer Security message box, which shows the progress of the configuration process, indicating which areas are being configured.

e) When Security Configuration and Analysis has finished applying the template, close Baseline Tools.

f) When prompted to save the console settings, click Yes.

g) Log off.

5. Configure your system by using the WashU Desktop Baseline template through Group Policy.
a) Logon to a machine with the AD Tools installed.  

b) Copy WashU Desktop Baseline.inf template to the C:\Temp folder.

c) Open Active Directory Users and Computers.

d) Click your domain, select Action, point to New, and then click Organizational Unit.

e) In the Name box, type Base Workstations, and then click OK.

f) Right-click the Base Workstations OU, and then click Properties.

g) On the Group Policy tab, click New.  (Or click on button to Open to start Group Policy Management if you have installed the Group Policy Management MMC console.)
h) In the New GPO text field, type Base Workstations GPO as the name for the GPO, and then click OK.
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i) Edit the Base Workstations GPO.

j) Under Computer Configuration, expand Windows Settings, expand Security Settings, expand Local Policies, and then click Audit Policy.

k) Right-click Security Settings, and then click Import Policy.
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l) Navigate to C:\Temp, select WashU Desktop Baseline.inf, and then click Open.
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m) Close Group Policy Object Editor, and then close Group Policy Management.

n) In the Base Workstations Properties dialog box, click OK.

o) In Active Directory Users and Computers, click the Computers container.

p) In the details pane, right-click the workstations you want to receive the policy, and then click Move.

q) Navigate to the Base Workstations OU, and then click OK.

r) Verify the computer object has been moved.

s) Close Active Directory Users and Computers.

6. Configure your system by using the WashU Desktop Baseline template through command line tools.

a) Copy WashU Desktop Baseline.inf template to the C:\Temp folder.

b) Open a command prompt and change to the C:\Temp folder.

c) Type secedit.exe /configure /db secedit.sdb /cfg c:\temp\Washu Desktop Baseline.inf /overwrite /areas SECURITYPOLICY /log sec_config.log, and then press ENTER.

d) Type Y at the command prompt, and then press ENTER.

e) Close the command prompt window.

Appendix C

Deploying the Windows Firewall Settings through Group Policy

Workstation Firewall settings may be deployed through Active Directory domain or OU group policy.  (They cannot be deployed through security templates.)  Basic instructions on how to accomplish this may be found at:

Microsoft TechNet Article – Deploying Windows Firewall Settings With Group Policy

http://technet.microsoft.com/en-us/library/bb490626.aspx
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